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Introduction

Introduction

Thank you for purchasing an NX-series Safety Control Unit / Communication Control Unit.

This manual contains information that is necessary to use the NX-series Safety Control Unit / Commu-
nication Control Unit.

Please read this manual and make sure you understand the functionality and performance of the Unit
before you attempt to use it in a control system.

Keep this manual in a safe place where it will be available for reference during operation.

Intended Audience

This manual is intended for the following personnel, who must also have knowledge of electrical sys-

tems (an electrical engineer or the equivalent).

» Personnel in charge of introducing FA systems.

» Personnel in charge of designing FA systems.

» Personnel in charge of installing and maintaining FA systems.

» Personnel in charge of managing FA systems and facilities.

» Personnel with the qualifications, authority, and responsibility for providing safety at each phase of
the lifecycle of the machine: design, installation, operation, maintenance, and disposal.

» Personnel with a knowledge of functional safety.

For programming, this manual is intended for personnel who understand the programming language

specifications in international standard IEC 61131-3 or Japanese standard JIS B 3503.

Applicable Products

This manual covers the following products.
* NX-series Safety Control Units

NX-SL50100

NX-SIO0OOO

NX-SoOO0OO
» NX-series Communication Control Unit

NX-csGOO
Note that this manual provides information for using an NX-series Safety Control Unit described above
together with an NX-series Communication Control Unit. When you use it with an NJ/NX-series CPU
Unit, an EtherCAT Coupler Unit, or an EtherNet/IP Coupler Unit, refer to the NX-series Safety Control
Unit User’s Manual (Cat. No. Z930).

NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395) 1



Introduction

2 NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395)



Sections in this Manual

Sections in this Manual

Overview

System Configuration and

Configuration Devices

Specifications of
Configuration Units

Designing the Power
Supply System

Installation and Wiring

Safety Network
Controller Operation

Settings

Programming

oo ~Jofofafofn)

Checking Operation
and Actual Operation

Calculating Safety
Reaction Times

Communications Load

Safety Unit Restore

Backup Functions of the
Communication Control Unit

Safety Data Logging

Troubleshooting

Inspection and
Maintenance

Appendices

Index

NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395) 3



CONTENTS

CONTENTS

|
11 oo 11 T o o 1
[ (=T pTe (<o NN o [ [=T o Tt PR UUPRRRN 1
F Y o] o] {e7=1 o] L= o Yoo [ o £ PP 1
Sections in this Manual ............oo e e 3
Relevant ManuUalS.........ccooiiiieeiiiiiiricccssrrrsesss s rrsss s s e s nms s s s s s s nms s s s e s nnmansssssnnnnnn 13
Manual StruCtUre........ .. s r e s s s nnn s e e s e e e ma e e e e e nmnn s neenennnn 15
L= To ST (o (U = TSR 15
SPECIAl INTOMMATION ...t e e e et e e e e et e e e e e e e aa e e e e e e e eabaeeeeesensreeens 16
Precaution 0N TerMUNOIOQY ......cciiiiii ettt e e e e e e e e e e e e s et ee e e e e e eeeaeaaaaaeaaeaeasaaaannnnsnsnsnssnnneenes 16
Terms and Conditions Agreement.............ciiiiiiinn 17
Warranty, Limitations Of Li@bility .........oo ettt e e e 17
Application CONSIAEIAtIONS ...........uviiiieiie et e ettt e e e e et e e e e e e eaaa e e e e e e eeasaeeaeeeannes 18
DISCIAIMEIS ...ttt oottt e oottt e e e ettt e e e e e et e e e et e e e e e e as 18
Statement of security responsibilities for assumed use cases and against threats.............cccccooveiiieiiinnee. 19
Safety Precautions..........cccceemmimiiiiiiisssss s 20
Definition of Precautionary INfOrmation.............coooiiiiiiio e s 20
SYMDOIS ...ttt e e ettt e e e ettt e e e e ——— e e e e e e ————aeeeaaataateeeaaatb—eeaaeaatnreaeeeeanrtnaaeeaanrnees 20
LT T4 0 g o RSO USPTSR 21
[0 1011 o [ PRSP RPPR SR 28
Precautions for Safe USe ... s s 29
Precautions for Correct Use ... s rsess e s s s s s e e e s s e e e 36
Regulations and Standards ... 40
Conformance t0 EU DIFECHIVES .......oiiiiiiiiiiii ettt ettt e et e et e e b e e e nneeeennneas 40
Conformance 10 EN ISO 13849-1 ... ... ittt e e e ettt e e e st e e e e e b e e e e e e e nanreeeeeesnsnneens 42
Conformance to UL and CSA STaNdards ...........cooooiiiiiiiiiiiiiee et e et a e e e e e e e e aneeeeans 42
Conformance to Shipbuilding Standards ............coociiiiiii e 42
Conformance to KC CertifiCation ......... ..o e e e e e e e e e neeeeens 42
UNit VEISIONS ... r s s s s s s e e e e e s a s s s s e e e e e nnnns 44
UNIE VBISIONS ...ttt oot e e e e et e e e e e e s e et e e e e e nbeeeee e e e nsbeeeaeeansseeeeeeeannsseaaeeaannseeeas 44
Unit Versions of Units and Sysmac Studio VEIrSIONS..........c.oioiiiiiiiiiiiiiic e 46
Related Manuals..........ccoiiiiiieiiiiiiricccs s s s r s s s s nms s s s e e s nma s s e nnnnnn 48
Terminology ... ————————— 49
R CAVAE=T To ¢ T 1= o o 7 53

Section 1 Overview

1-1  Overview of the Safety Network Controller..........ccccciiiiiiiiiiiini s 1-2
1-1-1 FEALUIES ..ttt as 1-2
1-1-2 Introduction to the System Configurations ..o 1-4

7 e o Yo =Y o (1 1-7
1-2-1 OVETAII PrOCEAUIE ...ttt e e e e et e e e e e et e e e e e e ssns st eeeeesnnbaneeeeeansnneas 1-7

4 NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395)



CONTENTS

1-2-2 (B LSY P=Y[=To [ o ToT=Ye [UT =Y TR 1-8

Section 2  System Configuration and Configuration Devices

2-1  Basic Configuration.........cccciiiiiieiiiniin e ———— 2-2
2-1-1 (O] O I = Vo [ 0o 1o T8 =1 1o o ISR 2-2
2-1-2 EtherNet/IP Field Network Configuration ..............ccciiiieiiiiie e 2-3
2-1-3 (76T 01 iTo U] x= 1110 I 6 o1 1 TSRO URP PP 2-3

2-2 Connecting the Support SOftware...........cccooiriiiciii e 2-5

2-3 Network Configuration between Controllers..........cccccovciiiiiiini 2-6

Section 3  Specifications of Configuration Units

3-1  Communication Control UNit...........eeeeeeeiirrirriririirrr e rrsrssssssssssese s s sssssss s sansrssssesessesssseees 3-2
3-1-1 Models and SPECIfICAtIONS ..........oiiiiiiiiiiie e a e e 3-2
3-1-2 Built-in EtherNet/IP Port SpecifiCations..........ccuiiiiiiiiici e 3-7
3-1-3 Part Names and FUNCHONS ...t e e e e e e e e e e e e eeneees 3-10
3-1-4 R E=Ta g a1l F= T = (oYl ORI 3-12
3-1-5 [gTo [ or=1 (o] £ 3-14
3-1-6 1D Tay oYy gat=T1Te] a1 [gTo [To7= 1 1) o N 3-21

3-2  Safety CPU UNit.......coo oot csscccssss s e s e e s s s s s s s s s s e e e e e e s s e s s nmmn e e e e e e e eessnn e nnnnn 3-22
3-2-1 Models and SPECIfICAtIONS ........ciiuiiiiiiie e 3-22
3-2-2 Part Names and FUNCHONS ...t e e e e e e e e e e e e eeneees 3-26
3-2-3 [gTo [or=1 (o] £= U 3-27

3-3  Safety INpuUt UNit ... 3-32
3-3-1 Models and SPECIfICAtiONS ...........ooiiiiiiiiiiie e 3-32
3-3-2 Part Names and FUNCHONS ........coii et e e e e e eeanaee 3-38
3-3-3 [aTo 10721 (o] =T 3-40

3-4  Safety Output Unit ..o 3-45
3-4-1 Models and SPeCIfiCatiONS ..........cueiiiiiiiiii s 3-45
3-4-2 Part Names and FUNCHONS........ooii ettt e e e e e e e e e eeenaaes 3-52
3-4-3 [aTo [ or=1 (o] £ 3-55

BT = s Vo [N 0o Y- 3-59
3-5-1 Models and SPECIfICAtIONS ........ciuiiiiiiieeiii e 3-59

3-6  SD MeMOrY Cards .......cccccuriiiiiimrriirisrr e s s amn e nn e 3-60
3-6-1 Models and SPeCIfiCatiONS ..........cueiiiiiiiiii s 3-60
3-6-2 LU0 To LT SRR 3-60

B AR S 10T o o o] o AT i 4LV - P 3-61
3-7-1 ProdUCE MOGEI ...ttt e ettt e e e e e e e e e e e e e e e e e e eaeeeenaees 3-61
3-7-2 (070] 1 0o 1] o IR 3-62

BT T = o 3-63

Section 4 Designing the Power Supply System

4-1 Power SUPPIY SYSLEM ... s n e e s s 4-2
4-1-1 NX Unit Power Supply and 1/O POWEE SUPPIY ....cciueiiiiiieeiiiie et 4-2
4-1-2 NX-series Power Supply-related UNitS.........cooouiiiiiiiiiiiee s 4-3

4-2 Designing the NX Unit Power Supply System.........cccoooiiiiiinie e 49
4-2-1 Procedure for Designing the NX Unit Power Supply System ..........ccccoociiiiiiiiiiiinceece 4-9
4-2-2 Calculation Example for the NX Unit Power SUppIlY ..o 4-10

4-3 Designing the /O Power Supply System..........ccccoiiiiicesieninsssrre e e s sssmrr e s ssme e s sssnnes 4-12
4-3-1 1/0 Power SUPPLY MEENOM .......cooiiiiiii et e e e 4-12
4-3-2 Designing the 1/0 Power Supply from the NX BUS........ccoiiiiiiiiiiieiieeece e 4-13

NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395) 5



CONTENTS

4-3-3 Designing the 1/O Power Supply from External SOUrCes...........cccovviiiiieeiiiiiiiic e 4-18
4-3-4 Restrictions on Inrush Current for ON/OFF Operation............cccvciiiiiiiiiiiiiie e 4-19
4-4 Selecting External Power Supplies and Protective Devices...........ccceeveiimmmmrrnneinninncennns 4-20
4-4-1 Selecting the Unit POWEr SUPPIY .....eoiiiiieee e e 4-20
4-4-2 Selecting the 1/0 POWET SUPPIIES. .. ..cciiiiieeiiii ettt e et e e s e eneee e aneeeens 4-22
4-4-3 Selecting ProteCtive DEVICES ..ottt st et e e e e e e e e e anneeeens 4-23

Section 5 Installation and Wiring

5-1 Processing at POwer ON ... e 5-2
5-1-1 POWEr ON OPEration ..... ... ittt e e ettt e e e e et e e e e e e neeeeeaeeannneeaaeas 5-2
5-1-2 Operation When Resetting the Controller from the Sysmac Studio ..........cccccceevieiiiieeicieee. 5-2

5-2  MouNting UNItS.....oooiiiiieeiiei i s mnnnn e 5-4
5-2-1 Installation in @ CONtrol PANEI .........cocuiiiiiiiieei et 5-5
5-2-2 Preparations for INSLallation .............cooiiiiiiii e 5-9
5-2-3 Installing the Communication Control Unit...............ooiiiiiiiiie e 5-11
5-2-4 Installing and Connecting NX UNItS.......oooi it 5-13
5-2-5 MoUNtiNg the ENA COVET .....ooiiieiie ettt et et e e et e e e e e e e e e e neee e e 5-17
5-2-6 Mounting the ENd PIAteS ..o 5-18
5-2-7 AACNING MAIKEIS ...ttt e e e et e e e e e et e e e e sntaeeeeeseanbnnaeaeaanns 5-20
5-2-8 Installing and Removing the SD Memory Card ...........ccooiiiiiiiiiieiieee e 5-21
5-2-9 Removal of the Communication Control Unit............coceiiiiiiiiii e 5-26
5-2-10 REMOVING NX UNIES ...ttt e ettt e e e e et e e e e e et e e e e e e nnneeeaaas 5-27
5-2-11 Assembled Appearance and DIMENSIONS ........coviiiiiiieiieiee e a e e e 5-28

LT T 1T T T N 5-32
5-3-1 WirNG the POWET SUPPIY .....eeeiiiii ettt e e e e e e et e e e e st e e e e s esbaeeeeeeanes 5-33
5-3-2 Wiring the Additional NX Unit Power Supply Unit ... 5-34
5-3-3 Wiring the Additional 1/0 Power Supply UNit..........ccooiiiiiiiiic e 5-34
5-3-4 Wiring the Protective DEVICES ..........uuiiiiiiie et e e e e 5-34
5-3-5 L€ o T aTo [ T PSSR 5-35
5-3-6 Connecting the Built-in EtherNet/IP POrt....... ..o 5-39
5-3-7 Wiring to the Screwless Clamping Terminal BIOCKS ............ooooiiiiiiiiiiiiiiiiiee e 5-46

5-4 Control Panel INStallation...........cooiiecccciesceierier s csscr e s e e e e e 5-60
5-4-1 TEMPEIALUIE ...ttt ekt a et e ekt e et e et e et bt e e et e nnneas 5-60
5-4-2 [ (001 11 PP TSP 5-62
5-4-3 RV 4T = o] 1= Ta T IS 3 o o |G R RR 5-62
5-4-4 N {10 1S o] g =T PSSR 5-62
5-4-5 Electrical ENVIFONMENT ......ooo e 5-63
5-4-6 (€1 oT0 g o {1 T PRSPPSO 5-67

Section 6  Safety Network Controller Operation

6-1 Overview of the Safety Network Controller Operation..........cccccvriminniininnnsnneee, 6-2
6-1-1 Introduction to FSOE COMMUNICALIONS.......cc.uiiiiiiiiiiei et 6-2
6-1-2 Introduction to Communications between NX Units...........cccoooiiiiiiiiiiiiiiiieeee e 6-3
6-1-3 Introduction to CIP Safety CommuNiCatioNs ...........ccoiiiiiiiiiiii e 6-3
6-1-4 Introduction to Tag Data LiNKS.........couiiiiiii e 6-4
6-1-5 Calculating the Number of CONNECIONS..........cocuiiiiiiii e 6-9

6-2 /O SYSTEM ..eeiiiiiieiie i —————— 6-14
6-2-1 Relationship between the Types of Signals and the Types of Communications........................ 6-14
6-2-2 Safety Data Types and Standard Data TYPES ......ocvieeiiiiiiieiiccieiiee et 6-14
6-2-3 Specifying Safety Data Types and Standard Data TYpes ..........cccceviiiiiiiieeiiiie e 6-15

6-3  Safety /O FUNCHON ...t 6-16
6-3-1 Safety INPUL FUNCHON ... 6-16
6-3-2 Safety OutPUt FUNCHION ... ..o e e 6-38

6 NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395)



Section 7  Settings

CONTENTS

7-1  Configuration and Setup Procedures ..........ccoimmmminnnmmmsm e 7-2
7-2 Part Names and Functions of the Sysmac Studio Window ...........ccccveecemmmrnccccnenssscnenenns 7-3
7-3 CPU Rack Configuration and Setup........cccccceiiiiiiicciccsimmeerinre s ssssssses e e s e s se s s ssmnnenees 7-5
7-3-1 Procedures for Creating the CPU Rack Configuration .............ccccooiiiiiiiiiiiiei e 7-5
7-3-2 Setting and Viewing the NX Unit Settings .......cc.eoiiiiiiii e 7-6
7-3-3 Setting Up the FSOE CommUNICAtIONS.......c.ooiiiiiiieii et 7-7

7-4 EtherNet/IP Network Configuration and Setup .........cccccenriimmmnnii s 7-9
7-4-1 SEiNG IP AArESSES ..ottt ettt ettt et e e nnneas 7-9
7-4-2 Setting Tag Data LINKS .......ooiiiiiiiiiii ettt e e e e e e e e st e e e e e e ennreeeas 7-17

7-5 CIP Safety Communication Settings........ccccccmiimiiiiiiciccsscecrrrrr e 7-21
7-5-1 Safety Network Number Settings for the NX BuUS.........ccciiiiiiiiiiiii e 7-21
7-5-2 Originator Connection SEtiNGS ......coooi i e 7-22
7-5-3 Target 1/O ASSeMDIY SEHINGS ......viiiiiie e 7-31
7-5-4 Connecting Target Devices of Other Manufacturers .............cccocveeiioiieiiiee i 7-33

7-6  Setting the Input and Output FUNCLIONS ... 7-40
7-6-1 Safety /O FUNCHONS.......ooiiieiiii ettt ettt e ebn e e eeeaes 7-40
7-6-2 Setting the Standard Input and Output FUNCHONS ........ccuoiiiiiiiii e 7-43

7-7 Assigning Variables t0 1/O POrts ... 7-44
7-7-1 Registering Device Variables ..........ooo it 7-44
7-7-2 Settings of Communications between NX UNitS.........coociiiiiiiiiiiieiiiee e 7-49

7-8 Exposing Variables to Standard Controllers............ccccovvemmrrmriimnnisicccccssssneeeeee e 7-51
7-8-1 EXposing Global Variables .............cooiiiiiiiiiie s 7-51
7-8-2 Setting EXpoSsed VariabIes ..........couiiiiiii e 7-52
7-8-3 Safety CPU Unit SEAtUS ...ttt e e e e e e e 7-56
7-8-4 I/0 Ports of Safety 1/0 UNIES .....cccueiiiie et 7-57
7-8-5 I/0 Ports for Standard 1/0 UNIS ..........oiiiiieeiie e 7-57

7-9 Exporting/Importing Settings Data..........ccccorviieeririiccre e 7-58
7-9-1 Exporting/Importing the All NX Unit SetliNgS..........ooiiiiiiiiiiiiie e 7-58
7-9-2 Exporting/Importing Data for Individual Safety CPU Unit............coccoiiiiiiiiie 7-60
7-9-3 Importing the Safety Unit Restore File ...........ooo e 7-62
7-10 Offline COMPAriSON. ... ... s s s mmmn e e e e e e e s s e nnan 7-63
7-10-1 Procedure for Offline CoOmMPariSON............ocoiiiiiiiie et e 7-63
7-10-2 Checking the CompariSON RESUILS ...........oooiiiiiiiiiiie e e 7-64
7-10-3 [DIC =11 T=To I @7 e] 0 g oF= 4 ST ] o IR PRSP 7-65
7-10-4 Target Data of Offline COMPAIISON .........eiiiiiiii e 7-67

Section 8 Programming

8-1 POUs (Program Organization UNitS).........cccccurrirrmrrnssmmrrnssseresssssssresssssssse e s s smeeesssssmmneeas 8-3
8-1-1 P OU ettt ettt b e ene e 8-3
8-1-2 Overview of the Three Types Of POUS.........coiiiiiiiiiie et 8-3
8-1-3 Differences between Programs, Functions, and Function Blocks ..............cccccooiiiiiiiiiis 8-4
8-1-4 DetailsS ON PrOgramsS......coueii ittt ettt e e 8-5
8-1-5 Details 0n FUNCHON BIOCKS .........eiiiiiiiii e e e e e e e et aa e 8-6
8-1-6 Details 0N FUNCHONS ...ttt e e e et e e e e nnaeeeas 8-10
8-1-7 INSEIUCTIONS ...t ettt e e et e e e n bt e e e e et eeeeaan 8-11

V£ T 4 T T o] [T 8-12
8-2-1 RV 2 14 = o] L= PP OUSPRRN 8-12
8-2-2 TYPES Of VArI@DIES ...t 8-12
8-2-3 Type of User-defined Variable .............ooo e 8-12
8-2-4 ALtributes Of Variables ...........eoiiiiiiee e 8-13
8-2-5 [0 2= = T 1Y/ o1 PP 8-14
8-2-6 Variable Attributes Other Than Data TYPe.......cooueiiiiiiiiiii e 8-16
8-2-7 Function BIOCK INSTANCES .....coueeiiiiiee e e e e e e 8-17
NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395) 7



CONTENTS

8-2-8 Restrictions on Variable Names and Other Safety Program-related Names............c.cccccveenee. 8-17
8-3  Constants (LIiterals) ......ccccoiiiiiiiiiiiii i 8-20
8-3-1 (070111 =T | T OO TP TSP OUPROTRPN 8-20
8-3-2 TYPES OFf CONSLANTS ...ttt et e e e et e e e et e e e e e e nneeeeaeanns 8-20
8-4 Programming LanQUAagEes........cccceeiriiiiiiiiiiiiissmneine s ss s ssssmss s ss s smmmn s e s e s s ns s s s 8-22
8-4-1 Programming LanQUAGES .......couuuiiiiieiiet ettt 8-22
8-4-2 FBD LANQUAGE ...ttt ettt e e e et e e e e e n 8-22
8-5 Programming Operations.........ccccuiirimnniiiimns s s 8-27
8-5-1 Programming Layer on the Sysmac StUIiO.........ccccuiiiiiiiiiiiiii e 8-27
8-5-2 ReGIStErING POUS ...ttt et e ettt e e e e et e e e e e e e nbe e e e e e e nnnneeaeas 8-28
8-5-3 Registering VariabIEs .........ooo i 8-38
8-5-4 FBD ProgramMing .........eeeeeoiiieieee ettt e et e e e sttt e e e e s et e e e e e e e e e e e eeee s 8-46
8-5-5 Program Pattern COPY .......ceoiiiiiiiie ettt 8-67
8-5-6 Function Block Conversion for Programs............oouuiiiiiieiiiieiece et 8-70
8-5-7 2101 Lo 1o T RO TOPRRURP 8-71
8-5-8 Searching and REPIACING .....ceiieiiieiie et e e e e e e naeeas 8-73
8-5-9 Safety Task SettNGS......eiii e 8-76
8-5-10 Variable Comment Switching FUNCHON..........uiiiii e 8-78
8-6 Automatic Programming ........c.ceeeeecocsrsssrssnnsssssssrsssresessssssssnsmssssssssssssssssssssssssssssssesenennnnnn 8-87
8-6-1 Generation Algorithms for Automatic Programming...........cccceiiiiiiiiiiiieec e 8-87
8-6-2 Automatic Programming SettingS.........ooiiiiiiiiiii s 8-90
8-6-3 Automatic Programming Execution Procedure ... 8-93
8-7 Monitoring Memory Usage for Communication Control Unit.........cccccconiimnnniennininnnnnen, 8-97
8-8 Monitoring Memory Usage for Safety Control Unit ...........ccccemriiiecmemnnccccee e 8-98
E T I 0 [T V=30 0 X=1 o 10 T e 1] 5T [0SO 8-100
8-9-1 Offline Safety Program DebUGGiNg.........ueeiiiiiiiiiiiiiiie ettt 8-100
8-9-2 1Y [T aT1 (o] 1 T E T PO UPPPOT PP SUPPPTPIN 8-103
8-9-3 Controlling BOOL Variables, Changing Present Values, and Using Forced Refreshing......... 8-103
8-9-4 CroSS REEIENCES ...ttt ettt 8-103
8-9-5 Setting the Initial Values of Variables .............cooiiiiii e 8-103
8-9-6 FEedback SEHINGS ......ooiiiii et 8-104
8-9-7 SiMPle AUTOMALIC TEST.....iiiiiii e 8-105

Section 9  Checking Operation and Actual Operation

9-1 Procedures before Operation and Transferring the Required Data............cccoooeiiiciiinenns 9-3
9-1-1 [070] 2014 a1 1S (o] a1 aTe [ o oT7=Yo L1y = SR 9-3
9-1-2 Data That You Must Transfer before Operation and Data Transfer Procedures......................... 9-4

9-2 Transferring the Configuration Information ..........ccceeinn e 9-6
9-2-1 OVBIVIBW ...ttt e oottt e e e e ekt e e e e e e ae bt e e e e e e nteeeee e e e nseeeeaeaansbeeeeaeannsnneaaeeannneas 9-6
9-2-2 TranSTEr PrOCEAUIE ..ottt e ettt e e e e et e e e e e e e nnte e e e e e sanneeeeaaeanns 9-6

9-3 Operating Modes of the Safety CPU Unit ..........cccccnniiminiereese e 9-8
9-3-1 Startup Operating Mode and Changing the Operating Mode...........ccccooiiiiiiiiieiiee e 9-8
9-3-2 Operation When Changing Operating MOde.............cooiiiiiii i 9-10
9-3-3 Executable Functions in Each Mode of the Safety CPU Unit...........cccocoiiiiiiiiieiiic 9-11

9-4 Changing to DEBUG MOde.........ccooiiimmmiiiminr s s ssss s s s ssmnn s 9-13

9-5 Checking External Device WIriNg.........coccciimmmmiiiiiiccrrcssme e mmme s 9-16
9-5-1 Overview of Functions for Checking WiIrNg ..........coiiiiiiiioiie et 9-16
9-5-2 Monitoring Safety 1/O UNIES .......ooieiee et e e 9-16
9-5-3 Troubleshooting Safety I/O TErMINalS ...........oooiiiiiiiiii e 9-19
9-5-4 Clear All Memory Operation for Safety 1/0 UNItS ........coociiiiiiiiiiie e 9-20

9-6 Functions for Checking Operation...........ccccociiiiiiiiiiicccccecrr e 9-22
9-6-1 Overview of Functions for Checking Operation ..o 9-22
9-6-2 Starting and Stopping the Safety Programs in DEBUG Mode ..........cccoeiiiieiiiiiiniiee e 9-22
9-6-3 Monitoring Variables in the FBD EditOr ...........c.uuiiiiiiiie e 9-23
9-6-4 Monitoring Variables in @ Watch Tab Page.............coooiuiiiiiiiiiieec e 9-24

8 NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395)



CONTENTS

9-6-5 Controlling BOOL Variables, Changing Present Values, and Using Forced Refreshing........... 9-26
9-6-6 CroSS REEIENCES ...ttt 9-34
9-7 Online Functional Test .........cccciiiiiiiiiiirr e 9-37
9-7-1 Online Functional Test SettiNgS......cooo it 9-37
9-7-2 Online Functional Test EXecution ProCedure ...........cccccoiiieiiiiiiiniciie e 9-41
9-8 Search FB Where Safety Output IS OFF ... 9-47
9-8-1 Procedure for Operating Search FB Where Safety Output IS OFF ..........ccocciiiiiiiiiiiiiiee 9-47
9-8-2 Editing Function Blocks to be Searched for ... 9-48
9-8-3 Registering a Data Type in the Function Block Search Settings Window .............ccccceeviiiienee 9-49
9-9  NOAE NAME ... —————— 9-51
9-10 Security Settings......co oo 9-52
9-10-1 Setting the Safety PasSWOrd ............oo i 9-52
9-10-2 Data Prot@CHON .....cooiiiie et e e 9-53
9-11 Performing Safety Validation and Operation...........ccccciiiiiiiiiiincinr e 9-58
9-11-1 Performing Safety Validation ... 9-58
9-11-2 Changing 10 RUN MOGE ......ooiiiiiiiii e e e e et e e e e et e e e e e e ennaeeeas 9-60
9-11-3 Changing to0 PROGRAM MOGE .......coiiiuiiieiiiie ettt e et e et e st eesnteeeeneeeanneeeesnaeeennes 9-61
9-12 Starting and Stopping the Safety Application Monitoring..........ccccccevrerccrerrrcsccceersseceene 9-63
9-12-1 Procedure to Start and Stop the Safety Application Monitoring ..........ccccveviiiiiiiee i 9-63
9-12-2 Changing the Monitoring Options for the Safety Application............ccccooeiiiiii 9-64
9-13 Uploading Configuration Information and Safety Application Data .............cccccvnriiunenn. 9-65
9-13-1 L@ 1131 9-65
9-13-2 L0 0] oT=To N e o Yo=Y [0 =S PRER 9-65
9-14 Transferring Safety Application Data........cccccccoceiiricccmerr e 9-67
9-14-1 OULIINE .ttt sttt e st e bt et e es e be e st e ebeeneeeaeeeeeeneesneeneesreenteaneenaeeneens 9-67
9-14-2 TranSTEr PrOCEAUIE ..ottt ettt s 9-67
9-15 Monitoring Controller Status ..........ccccciiiiini e ————— 9-69
9-16 Restarting and Clearing All M@mOry ........cccci e 9-71
9-16-1 L= L] €= 3 1] T [PPSR 9-71
9-16-2 Clear All MemOry OPEIration ..........ceiiiiiieeiieeeeee ettt e et e e et esneeeesneeeeeneeeannneeesnaeeeanes 9-71

Section 10 Calculating Safety Reaction Times

10-1 Safety Reaction Time.......cccoiiiiiiiiiiieir e 10-2
10-1-1 Calculating the Safety Reaction Time ........cooo i 10-2
10-1-2 Verifying Safety REACtiON TIMES ....coceiiiiiie e e 10-4

B0y T 1 =1 4V I =1 10-5
10-2-1 ST Y=Y VA =T O PSP PP PERRR PP 10-5
10-2-2 Operation Of Safety TasK.......cccuii e 10-5
10-2-3 Minimum Safety Task Period...........ooiiiiiiii s 10-5
10-2-4 Setting the Safety Task Period ....... .ot 10-6

10-3 FSOE Watchdog Timer ... s s sanne s 10-7
10-3-1 LS To] =AY = (o] a T [o o N T4 1= TR 10-7
10-3-2 Checking FSOE Watchdog TIMEIS .......uviiiieeiiiiiie ettt a e e a e e 10-7
10-3-3 Changing FSOE WatChdOg TIMErS .........ciiiiiiiiiiie ettt 10-7

10-4 EPI (Data Packet Interval).........ccocoiiiiiiieiii e 10-9
10-4-1 Changing the EP ...ttt ettt e e e et e e e e e e e e e e e e nnaeeeas 10-9
10-4-2 EPT RESHICHONS ...ttt e e 10-9

Section 11 Communications Load

11-1 Adjusting the Communications Load ............coociciiiimmmmimirinnisscscccsseee e smnnneeees 11-2
11-1-1 Checking Bandwidth Usage for Tag Data LinkS .........cccciiiiiiiiiiiiieeeee e 11-3
11-1-2 Checking the Device Bandwidth Usage of the CIP Safety Routing ..........ccccoviviiiiiiiiiiiincne 11-4

NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395) 9



CONTENTS

Relationship between the Number of Packets Used per Second and Packet Intervals............ 11-5

11-1-3
11-1-4 Adjusting the Device Bandwidth US@ge ..........cooiiiiiiiiiiiiiiiiii e 11-5

Section 12 Safety Unit Restore

12-1 Safety Unit ReStore........ccociiiiiinii 12-2
12-1-1 Generate Safety Unit Restore File FUNCHON .........coooiiiiii e 12-2
12-1-2 Safety Unit ReStOre FUNCHON ..........ooiiiiiiiie e e 12-3
12-1-3 Specifications of a Safety Unit Restore File ... 12-5

Section 13 Backup Functions of the Communication Control Unit

13-1 The Backup FUNCLIONS .......cooiieeie e e 13-2
13-1-1 Applications of BaCkup FUNCHONS ..........cooiuiiiiiiiiiie e e 13-2
13-1-2 Examples of Operating Procedures for the Backup FUNCLONS ...........ccoocviiiiiiiiiiiiececceeee 13-2
13-1-3 Data that IS BACKEA UD .....eeiiiiieiiie ettt 13-4
13-1-4 Types Of BaCKUP FUNCHONS ......oouiiiiiiieie e 13-5
13-1-5 Relation between the Different Types of Backup Functions and Data Groups ..............ccccc...... 13-7
13-1-6 Applicable Range of the Backup FUNCHONS ...........ooiiiiii e 13-8

13-2 SD Memory Card BaCKUPS ......ccuuccurerrirrsnrerrssssnnrerssssssnerssssssssesssssssnsessssssnsesssssssnsessssssnnsees 13-10
13-2-1 Backup (Controller to SD Memory Card) ..........ueeeeieiiiiiieee e 13-10
13-2-2 Restore (SD Memory Card to CONTrOlEr) .........ociiiiiiiiiie et 13-12
13-2-3 Verify (between Controller and SD Memory Card).........cccveeiiiiiiieeiiieeeiie e 13-13

13-3 Disabling Backups to SD Memory Cards .........ccccuimmmrinnnmmnmsrs s 13-15

13-4 Sysmac Studio Controller Backups ........ccccouriummmiinnismmn e 13-16
13-4-1 Backup (Controller t0 COMPULET) .....ooiuiiieiiiie ettt e e e e e e aneeeeens 13-16
13-4-2 Restore (Computer t0 CONLrOIIET) ........ueiiiiiiiiieee et e e e 13-17
13-4-3 Verify (between Controller and COMPULET) .......coouiiiiiiiieiiiee e 13-18

13-5 Importing and Exporting Sysmac Studio Backup File Data ............cccccmriiiimnnnniiiennnn, 13-20

13-6 Backup Functions when NX Units are Connected..............ooooiiiiiiiiiimimniin s 13-21
13-6-1 Backing Up Data in NX Units on the Communication Control Unit .............ccccccoiiiiiiiniiinn. 13-21
13-6-2 Backup Support Depending on the Controller Status ...........ccccceeeiiiiiiiiie e 13-21
13-6-3 Conditions for Restoring NX Unit Data on the Communication Control Unit........................... 13-22

13-7 Backup-related Files........ooc e 13-23
13-7-1 Types of Backup-related FileS ........cocuiiiiiiii e 13-23
13-7-2 Specifications of @ BaCKUP File ..........cooiiiiiiiii s 13-23
13-7-3 Specifications of a Restore Command File ... 13-24
13-7-4 Specifications of a Controller Verification Results File ............ccoccoooiiviiiiiiiiiiiieee e 13-25
13-7-5 Specifications of an NX Unit Verification Results File ............cccooooiiiiiiiiieiiciee e 13-26

13-8 Compatibility between Backup-related Files...........ccccrvimmmiincicirnncere e 13-28
13-8-1 Compatibility between Backup FUNCHONS .........ccuuiiiiiii e 13-28

13-9 Functions That Cannot Be Executed during Backup Functions..........cccccccvecniiiiinnnnnn. 13-29

Section 14 Safety Data Logging

10

14-1 Outline of the Safety Data Logging FUNCiON..........cccoriiiiiiecccce e 14-2
14-2 Creating a Safety Data Logging Settings File with the Sysmac Studio.........ccccccureennn.. 14-4
14-3 Safety Data Logging Operation Procedure ..........cccciiiiimiininnnnnsnsnsesss s sssssee e 14-6
14-4 Checking the Logging Status ..........ccccciiiiiiniimi s 14-7

14-4-1 Checking the Seven-segment INdiCator .........ooiiiiii e 14-7

14-4-2 Checking with System-defined Variables .............cooiiiiiiiiii e 14-7
14-5 Log File Specifications.........cccorieiiiiiicccic e r e e 14-9

NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395)



CONTENTS

Section 15 Troubleshooting

15-1 Operation after @n Error ... s s s e e e e e e s e s e e e s e e e e e 15-2
15-1-1 Overview of Communication Control Unit Status ..........cccoovieieiiiiiiie e 15-2
15-1-2 o1 L =y (0] £ RSO S 15-4
15-1-3 Non-fatal Errors in the Communication Control Unit............ccocuiiiiiiiiiiieieeee 15-6
15-1-4 Checking for Non-fatal ErTOrs ...........ooiiiiiiiii e 15-15
15-1-5 Resetting Non-fatal ErTOrS ... ... oot 15-17
15-1-6 Errors Related to the EtherNet/IP Function Module............ccooiiiieiiiiiiiie e 15-19
15-1-7 Errors Related to Safety Control UNItS ..........ooeiiiiiiieiiie e 15-20
15-1-8 Errors on CIP Safety Target DEVICES ........cooiuiiiiieiiiieiie et 15-21

15-2 Error Troubleshooting Methods ..o 15-23
15-2-1 Troubleshooting FIOWCHhAIS .........oooiiiii e 15-23
15-2-2 Troubleshooting Fatal ErTOrs ............oioiiiieei et a e e a e 15-24
15-2-3 Troubleshooting Non-fatal ErTOrs ............cooiiiiiiiiiiiie e 15-25
15-2-4 Troubleshooting When You Cannot Go Online from the Sysmac Studio ..........cccccceeviivennen. 15-31
15-2-5 Troubleshooting Errors in the Safety Control Unit............c.coooiiiiiiiiiiiiiiee e 15-35
15-2-6 Troubleshooting the CIP Safety Target Device EITOrs..........cccviiiieiiiiiieiiiie e 15-43

15-3 Error Descriptions and COrreCtions........ccccvviiiiiciiismmmimrenni s sscssssssmse e e s s sssmsnneeees 15-48
15-3-1 INterpreting TabIES. ... ... et e et e e e e et e e e e e naeee e an 15-48
15-3-2 Communication Control Unit EMTOT ..........coiiiii it 15-51
15-3-3 Safety CPU Unit Error
15-3-4 SAfEY 1/O UNIt EFTOT ..ottt e et e e e e e e e e e et e e e e e sntseeeeeaannes
15-3-5 Other Troubles and COrrECHIONS .........ciuiiiiiiee e 15-251

15-4 Checking Status with the Network Configurator ...........ccccceiiiiiiniiiicee e 15-252
15-4-1 The Network Configurator's Device Monitor FUNCtion ... 15-252
15-4-2 Connection Status Codes and TroubleShOotiNg ..........cccuiiiiiiiiiiiie e 15-260
15-4-3 CIP Safety Connection Status Codes and Troubleshooting.............ccccevroiiiriiieiiee e 15-267

Section 16

16-1 Cleaning and Inspection

Inspection and Maintenance

16-1-1 (G115 o1 T IR T PP PP UPRPPURPIN
16-1-2 PeriodiC INSPECLIONS .....ooeiiiiiiieeeee e e e e e e e e e e e e e e e eaaaaaaaeas
16-2 Maintenance Procedures
16-2-1 Replacing the Communication Control Unit and the Safety CPU Unit.............cccocovieeiiiinnnen.n. 16-5
16-2-2 Replacing Safety /0 UNITS .......ooiiiiiiiie e 16-6
Appendices
A-1  General SPeCIfiCatioNS ........ccccccemiiiiiiii s nnnr e e e e e e nnnan A-3
N 11 4 11 4 £ T 4 SRR R A-4
A-2-1 Communication Control UNit ...t A-4
A-2-2 SAFELY CPU Uit ...ttt et st et ettt A-5
A-2-3 T (=Y 1@ 2 L o1 £SO A-5
A-2-4 o 0 Y ST A-6
A-2-5 SD MEMOTY CAA ..ottt b e ettt e e a et e nab e e b e et e A-6
T (1 )0 ] o =Y e ORI A-7
A-3-1 Format of NX Object DeSCriPtONS.........oiiiiiiiiiii e A-7
A-3-2 SAFELY CPU Uit ...ttt et st et ettt A-7
A-3-3 NX-SID800 Safety INPUL UNIt ........eeiiiieeee e A-11
A-3-4 NX-SIH400 Safety INPUL UNIt ........ooiiieee e e A-16
A-3-5 NX-SOD400 Safety OULPUL UNIt..........uiiiiiieiiie e A-21
A-3-6 NX-SOH200 Safety OUIPUL UNit...........eiiiiiie e A-25
A-4  Application EXampPles.........ooiiiiiciiriiiii i ssssnrr s mne s e A-30
A-4-1 Emergency Stop Pushbutton SWItChes ............ooo e A-30
A-4-2 T (=Y o T OSSR A-32

NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395) 11



CONTENTS

Index

12

A-4-3 SaAfEty LASEI SCAMNEIS ...ttt ettt et e et et e e e e sneee s A-36
A-4-4 Safety Door Switches with Magnetic Locks and Key Selector Switches...........cccccceviiiiiieen. A-39
A-4-5 EN@DIE SWILCNES ...ttt e e et e e e e et a e e e enaeeaa e an A-43
A-4-6 TWO-haNd SWICNES ...ttt et e e e et e e e e e nraneeaeean A-47
A-4-7 D40A Non-contact DOOr SWILCHES..........ooiiiiiiie e A-50
A-4-8 D40Z Non-contact DOOr SWItCNES .........ceeiiiieiiiee et e e e enes A-53
A-4-9 Safety Mats and Safety Light CUMaINS ........c.oooiiiiiiiiiiei e A-56
A-4-10 SAfELY EAGES ...t A-61
A-4-11 Single Beam Safety SENSOT ........oooiiiiiiiee e A-63
A-5 Change Tracking .......cccciiiimmiiiiii i A-67
A-6 Safety CPU Unit Status.......cccceeeeeiiiiiccrrc s s e s s ss s e mn e s s ne e s smnn e ennnn A-69
A-7 1/0 Ports of Safety 1/O UNItS ........cccceuerereiriresererrsssseeressssser e e ssssssse e s ss s sr s ssssssne s sssssnneesennas A-71
A-7-1 NX-SIH400 Safety INPUE UNIE ..o A-71
A-7-2 NX-SID800 Safety INPUL UNIt ......cceiiiiiiieie et e e e sbaeeenes A-73
A-7-3 NX-SOH200 Safety OUIPUL UNit........ooiiiiiii e A-74
A-7-4 NX-SOD400 Safety OUEPUL UNit........oooiieiiiiiiecie ettt neenree e A-75
A-8 CIP ReSPONSE COUES...cciiiiiiiienciriiiiie s ie s ssc s ssssms e e e e s e s s e s s s s s mnnnn e e e e e e e s sesen s nnnnnnseanenessas A-78
A-8-1 GENETal STAtUS COUES ......iiiieiiiie ettt ettt e et e e e e e et e e eaneeeeeneeeeanteeeenns A-78
A-8-2 Extended STatus COUES ......ccuiiiiiieiieeiie et e e e e e e e e e e e treaea e an A-80
A-9 Icon list for Safety Slave Unit Parameters........ccccociiniiiiiininnin s A-83
A-9-1 External Device 1cons for INPUt DEVICES .......c..eiiiiiiiiiiiiiie e A-83
A-9-2 Contact 1cons fOr INPUL DEVICES .....oovviiiiieeiee et e e e e e e e e e e e e nneaees A-87
A-9-3 External Device Icons for QULPUL DEVICES..........coccuuriiiiiiiiiiiee et A-89
A-9-4 Contact Icons for OQULPUL DEVICES .......coccuiiiiiiiiiiiiee et e e ee e e e A-90
0 T T ' A-91
A-10-1 Selecting the HemS 10 Print .........ooiiii e A-91
A-10-2 ltems that @re Printed ....... ..o A-91
A-11 List of Screwless Clamping Terminal Block Models ..........ccooimiiiiiiiiiiiiiiiieeeee e A-93
A-11-1 1V [eTe [T I o] =1 o I PSR A-93
A-11-2 List of Terminal BIOCK MOGEIS...........ooiiiiieiiiie ettt e e s eeaneeeeenes A-93
A-12 1/0 Refreshing between NX UNitS .......cccoiriioimiiiiniieee s s e A-95
A-12-1 I/O Refreshing from the Communication Control Unit to NX UnitS.........ccocoviiiiiiiienniiien. A-95
A-12-2 Methods of I/O Refreshing between the Communication Control Unit and NX Units .............. A-95
A-12-3 1/0 Response Time for Communications between NX Units..........cccocoiiiiiiiiiiiiiiieicieieeeeeee, A-101
A-13 Units That Support Communications between NX Units ........cccccvveemrernrcicrennnnsceeennnns A-103
A-14 Checking the Signature Code on the Seven-segment Indicator ........ccccccceerviecceeennne. A-104
A-15 Execution Scenarios for the Simple Automatic Test........ccccccoierrireicerrrrssree e A-105
A-16 Differences in Checking Operation between the Simulator and Safety CPU Unit...... A-108
A-17 1/0O Data Enable Flag for CIP Safety Connections...........cccconremmiinnnimninnsessinseeeenns A-109
A-18 Safety: Update Configurations and Setup Transfer Data..........cccccevmirriiriiininiiienennns A-111
2N e T V=Y = 1o Y o TN 1 e o0 T 14 T'o o A-112
A-19-1 Relationship between the Unit Versions and Sysmac Studio Versions.............cccceeeevecvveeenn.. A-112

NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395)



Relevant Manuals

The following table provides the relevant manuals for this product. Read all of the manuals that are

Relevant Manuals

relevant to your system configuration and application before you use the product.
Most operations on this product are performed from the Sysmac Studio Automation Software. For de-
tails on the Sysmac Studio, refer to the Sysmac Studio Version 1 Operation Manual (Cat. No. W504).
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Manual Structure

Page Structure

The following page structure is used in this manual.

Level 2 heading——— 1 4-3 Mounting Units

Level 3 heading——

A step in a procedure
Indicates a procedure.

4 Installation and Wiring

4-3-1  Connecting Controller Components

The Units that make up an NJ-series Controller can be connected simply by pressing the Units together
and locking the sliders by moving them toward the back of the Units. The End Cover is connected in the
same way to the Unit on the far right side of the Controller.

1 Join the Units so that the connectors fit exactly.

suun Bununow ¢

2 The yellow sliders at the top and bottom of each Unit lock the Units together. Move the sliders
toward the back of the Units as shown below until they click into place.

Manual Structure

Level 1 heading
Level 2 heading
~ Level 3 heading

Gives the current
headings.

— Page tab

Gives the number

of the main section.

Move the sliders toward the back
until they lock into place.

for Correct Use

Special information

Icons indicate
precautions, additional
information, or reference
information.

Jul=Y

Manual name

The sliders on the tops and bottoms of the Power Supply Unit, CPU Unit, I/O Units, Special /0
Units, and CPU Bus Units must be completely locked (until they click into place) after connecting
the adjacent Unit connectors.

NJ-series CPU Unit Hardware User's Manual (W500) 4-9

NX-series Safety Control Un

$1BU0AWOD 900D BURAUOD 16+ T

This illustration is provided only as a sample. It may not literally appear in this manual.

ittCommunication Control Unit User's Manual (Z395)
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Manual Structure

Special Information

Special information in this manual is classified as follows:

Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

@Precautions for Correct Use

Precautions on what to do and what not to do to ensure proper operation and performance.

@Additional Information

Additional information to read as required.
This information is provided to increase understanding or make operation easier.

Version Information

Information on differences in specifications and functionality for Controller with different unit versions
and for different versions of the Sysmac Studio is given.

Precaution on Terminology

In this manual, the directions in relation to the Units are given in the following figure, which shows up-
right installation.

Left Right

Down
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Terms and Conditions Agreement

Terms and Conditions Agreement

Warranty, Limitations of Liability

I Warranties

® Exclusive Warranty
Omron’s exclusive warranty is that the Products will be free from defects in materials and work-
manship for a period of twelve months from the date of sale by Omron (or such other period ex-
pressed in writing by Omron). Omron disclaims all other warranties, express or implied.

® Limitations

OMRON MAKES NO WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, ABOUT
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OF
THE PRODUCTS. BUYER ACKNOWLEDGES THAT IT ALONE HAS DETERMINED THAT THE
PRODUCTS WILL SUITABLY MEET THE REQUIREMENTS OF THEIR INTENDED USE.

Omron further disclaims all warranties and responsibility of any type for claims or expenses based
on infringement by the Products or otherwise of any intellectual property right.

® Buyer Remedy
Omron’s sole obligation hereunder shall be, at Omron’s election, to (i) replace (in the form originally
shipped with Buyer responsible for labor charges for removal or replacement thereof) the non-com-
plying Product, (ii) repair the non-complying Product, or (iii) repay or credit Buyer an amount equal
to the purchase price of the non-complying Product; provided that in no event shall Omron be re-
sponsible for warranty, repair, indemnity or any other claims or expenses regarding the Products
unless Omron’s analysis confirms that the Products were properly handled, stored, installed and
maintained and not subject to contamination, abuse, misuse or inappropriate modification. Return
of any Products by Buyer must be approved in writing by Omron before shipment. Omron Compa-
nies shall not be liable for the suitability or unsuitability or the results from the use of Products in
combination with any electrical or electronic components, circuits, system assemblies or any other
materials or substances or environments. Any advice, recommendations or information given orally
or in writing, are not to be construed as an amendment or addition to the above warranty.

See https://lwww.omron.com/global/ or contact your Omron representative for published informa-
tion.

| Limitation on Liability; Etc

OMRON COMPANIES SHALL NOT BE LIABLE FOR SPECIAL, INDIRECT, INCIDENTAL, OR CON-
SEQUENTIAL DAMAGES, LOSS OF PROFITS OR PRODUCTION OR COMMERCIAL LOSS IN ANY
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Terms and Conditions Agreement

WAY CONNECTED WITH THE PRODUCTS, WHETHER SUCH CLAIM IS BASED IN CONTRACT,
WARRANTY, NEGLIGENCE OR STRICT LIABILITY.

OMRON SHALL NOT BE RESPONSIBLE AND/OR LIABLE FOR ANY LOSS, DAMAGE, OR EX-
PENSES DIRECTLY OR INDIRECTLY RESULTING FROM THE INFECTION OF OMRON PROD-
UCTS, ANY SOFTWARE INSTALLED THEREON OR ANY COMPUTER EQUIPMENT, COMPUTER
PROGRAMS, NETWORKS, DATABASES OR OTHER PROPRIETARY MATERIAL CONNECTED
THERETO BY DISTRIBUTED DENIAL OF SERVICE ATTACK, COMPUTER VIRUSES, OTHER
TECHNOLOGICALLY HARMFUL MATERIAL AND/OR UNAUTHORIZED ACCESS.

It shall be the users sole responsibility to determine and use adequate measures and checkpoints to
satisfy the users particular requirements for (i) antivirus protection, (ii) data input and output, (iii) main-
taining a means for reconstruction of lost data, (iv) preventing Omron Products and/or software instal-
led thereon from being infected with computer viruses and (v) protecting Omron Products from unau-
thorized access.

Further, in no event shall liability of Omron Companies exceed the individual price of the Product on
which liability is asserted.

Application Considerations

I Suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations
which apply to the combination of the Product in the Buyer’s application or use of the Product. At Buy-
er’s request, Omron will provide applicable third party certification documents identifying ratings and
limitations of use which apply to the Product. This information by itself is not sufficient for a complete
determination of the suitability of the Product in combination with the end product, machine, system, or
other application or use. Buyer shall be solely responsible for determining appropriateness of the par-
ticular Product with respect to Buyer’s application, product or system. Buyer shall take application re-
sponsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY OR IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE
HAS BEEN DESIGNED TO ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS
PROPERLY RATED AND INSTALLED FOR THE INTENDED USE WITHIN THE OVERALL EQUIP-
MENT OR SYSTEM.

I Programmable Products

Omron Companies shall not be responsible for the user’s programming of a programmable Product, or
any consequence thereof.

Disclaimers
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Terms and Conditions Agreement

I Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for
the user in determining suitability and does not constitute a warranty. It may represent the result of
Omron’s test conditions, and the user must correlate it to actual application requirements. Actual per-
formance is subject to the Omron’s Warranty and Limitations of Liability.

I Change in Specifications

Product specifications and accessories may be changed at any time based on improvements and oth-
er reasons. It is our practice to change part numbers when published ratings or features are changed,
or when significant construction changes are made. However, some specifications of the Product may
be changed without any notice. When in doubt, special part numbers may be assigned to fix or estab-
lish key specifications for your application. Please consult with your Omron’s representative at any
time to confirm actual specifications of purchased Product.

I Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; how-
ever, no responsibility is assumed for clerical, typographical or proofreading errors or omissions.

Statement of security responsibilities for assumed use cases and
against threats

OMRON SHALL NOT BE RESPONSIBLE AND/OR LIABLE FOR ANY LOSS, DAMAGE, OR EX-
PENSES DIRECTLY OR INDIRECTLY RESULTING FROM THE INFECTION OF OMRON PROD-
UCTS, ANY SOFTWARE INSTALLED THEREON OR ANY COMPUTER EQUIPMENT, COMPUTER
PROGRAMS, NETWORKS, DATABASES OR OTHER PROPRIETARY MATERIAL CONNECTED
THERETO BY DISTRIBUTED DENIAL OF SERVICE ATTACK, COMPUTER VIRUSES, OTHER
TECHNOLOGICALLY HARMFUL MATERIAL AND/OR UNAUTHORIZED ACCESS.

It shall be the users sole responsibility to determine and use adequate measures and checkpoints to
satisfy the users particular requirements for (i) antivirus protection, (ii) data input and output, (iii) main-
taining a means for reconstruction of lost data, (iv) preventing Omron Products and/or software instal-
led thereon from being infected with computer viruses and (v) protecting Omron Products from unau-
thorized access.
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Safety Precautions

Definition of Precautionary Information

The following notation is used in this manual to provide precautions required to ensure safe usage of
the NX-series Safety Control Unit / Communication Control Unit. The safety precautions that are pro-
vided are extremely important to safety. Always read and heed the information provided in all safety
precautions.

The following notation is used.

Indicates a potentially hazardous situation which, if
not avoided, could result in death or serious injury.

A WARN | N G Additionally, there may be severe property

damage.

Indicates a potentially hazardous situation which, if

A Caution not avoided, may result in minor or moderate

injury, or property damage.

Symbols

The circle and slash symbol indicates operations that you must not do.
The specific operation is shown in the circle and explained in text.
This example indicates prohibiting disassembly.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a precaution for electric shock.

The triangle symbol indicates precautions (including warnings).
The specific operation is shown in the triangle and explained in text.
This example indicates a general precaution.

The filled circle symbol indicates operations that you must do.
The specific operation is shown in the circle and explained in text.
This example shows a general precaution for something that you must do.

S>P o
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Safety Precautions

Warnings

Serious injury may possibly occur due to loss of required safety functions.
When building the system, observe the following warnings to ensure the integrity of the safety-related
components.

/\ WARNING

I Setting Up a Risk Assessment System

The process of selecting these products should include the development and execu-
tion of a risk assessment system early in the design development stage to help identify
potential dangers in your equipment and optimize safety product selection.

Related International Standards:

» ISO 12100 General Principles for Design - Risk Assessment and Risk Reduction

I Protective Measure

When developing a safety system for the equipment and devices that use safety prod-

ucts, make every effort to understand and conform to the entire series of international

and industry standards available, such as the examples given below.

Related International Standards:

» ISO 12100 General Principles for Design - Risk Assessment and Risk Reduction

» |[EC 60204-1 Electrical Equipment of Machines - Part 1: General Requirements

» ISO 13849-1, -2 Safety-related Parts of Control Systems 0

* ISO 14119 Interlocking Devices Associated with Guards - Principles for Design and
Selection

» |IEC 62046 Application of Protective Equipment to Detect the Presence of Persons

» |IEC 62061 Functional Safety of Safety-related Electrical, Electronic and Programma-
ble Electronic Control Systems

» |[EC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safe-
ty-related Systems

I Role of Safety Products

Safety products incorporate standardized safety functions and mechanisms, but the
benefits of these functions and mechanisms are designed to attain their full potential
only within properly designed safety-related systems. Make sure you fully understand
all functions and mechanisms, and use that understanding to develop systems that will
ensure optimal usage. 0
Related International Standards:
* 1SO 14119 Interlocking Devices Associated with Guards - Principles for Design and
Selection
* 1SO 13857 Safety Distances to Prevent Hazard Zones being Reached by Upper and
Lower Limbs
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I Installing Safety Products

Qualified engineers must develop your safety-related system and install safety prod-

ucts in devices and equipment. Prior to machine commissioning verify through testing

that the safety products works as expected.

Related International Standards:

* ISO 12100 General Principles for Design - Risk Assessment and Risk Reduction

» |[EC 60204-1 Electrical Equipment of Machines - Part 1: General Requirements

+ ISO 13849-1, -2 Safety-related Parts of Control Systems

* ISO 14119 Interlocking Devices Associated with Guards - Principles for Design and
Selection

« |[EC 62061 Functional Safety of Safety-related Electrical, Electronic and Programma-
ble Electronic Control Systems

» |[EC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safe-
ty-related Systems

I Observing Laws and Regulations

that they are installed and used in accordance with the laws, regulations, and stand-
ards of the country where the devices and equipment incorporating these products are
distributed.

Safety products must conform to pertinent laws, regulations, and standards. Make sure 0

I Observing Usage Precautions

Manual for your safety product to learn appropriate usage procedures. Any deviation
from instructions will lead to unexpected device or equipment failure not anticipated by
the safety-related system.

Carefully read the specifications and precautions as well as all items in the Instruction 0

I Transferring Devices and Equipment

When transferring devices and equipment, be sure to retain one copy of the Instruction

Manual and supply another copy with the device or equipment so the person receiving

it will have no problems with operation and maintenance.

Related International Standards:

* ISO 12100 General Principles for Design - Risk Assessment and Risk Reduction

» |[EC 60204-1 Electrical Equipment of Machines - Part 1: General Requirements

+ ISO 13849-1, -2 Safety-related Parts of Control Systems

» |[EC 62061 Functional Safety of Safety-related Electrical, Electronic and Programma-
ble Electronic Control Systems

» |[EC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safe-
ty-related Systems

I Design
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Safety Precautions

Confirm that the calculated reaction times meet the required specifications for all safety
chains.
Serious injury may possibly occur due to loss of required safety functions.

All safety devices and components that are connected to an NX-series Safety Control
Unit must be selected and used to meet the required level of safety and the relevant
safety category.

Serious injury may possibly occur due to loss of required safety functions.

Do not use indicators on the NX-series Safety Control Units for safety operations.
Serious injury may possibly occur due to loss of required safety functions.

Check during the import of the program that the CRC of the program is correct.
Serious injury may possibly occur due to loss of required safety functions.

Check during the import of the user defined function that the CRC of the imported func-
tion block is correct.
Serious injury may possibly occur due to loss of required safety functions.

Do not use non-safety signals, including tag data links, explicit messages, and ex-
posed variables, as safety signals.
Serious injury may possibly occur due to loss of required safety functions.

If you select “Open Only” for the Open Type setting, make sure to verify that the origi-
nator/target have correct configurations.
Serious injury may possibly occur due to loss of required safety functions.

Before connecting an NX Series Safety Control Unit to the network, clear the previous
settings.
Serious injury may possibly occur due to loss of required safety functions.

Before you connect the Communication Control Unit to the network, set the appropri-
ate IP address and communication speed settings.
Serious injury may possibly occur due to loss of required safety functions.

I Debugging

Before you perform safety validation of the safety programs, complete debugging of
the safety programs.

Otherwise, the Safety CPU Unit will start with safety programs that are not fully debug-
ged and may cause serious personal injury.

Make sure that the area around the system is safe before you change the operating
mode, change present values, or execute forced refreshing. The outputs may operate
and may cause serious injury.

Make sure that the area around the system is safe before you start the system opera-
tion while the online functional test is in progress. The outputs may operate and may
cause serious injury.

SOe SO OSOSSe
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I Testing Operation

Before you start the system, perform user testing to make sure that all safety devices
operate correctly. The safety signature is validated upon completion of the user testing.
Serious injury may possibly occur due to loss of required safety functions.

After you perform safety validation, check items for safety validation printed out to con-
firm Safety Control Units are correctly configured.

Although the Simulator and Simple Automatic Test simulate the operation of the Safety
CPU Unit, there are differences from the Safety CPU Unit in operation and timing. Al-
ways confirm operation on the actual equipment before you operate the equipment.
Accidents may occur if the controlled system performs unexpected operation.

I Wiring

Wire the safety input and output lines so that they do not touch other lines.
Serious injury may possibly occur due to loss of required safety functions.

Wire the Safety Control Unit properly so that 24-VDC lines do not touch output lines
accidentally or unintentionally.
Serious injury may possibly occur due to loss of required safety functions.

Wire the safety output lines and 24-VDC lines so that ground faults will not cause the
loads to turn ON.
Serious injury may possibly occur due to loss of required safety functions.

The wiring information that is displayed on the Sysmac Studio is for reference only and
may differ from the actual wiring diagrams. Always confirm the actual wiring and per-
forming suitable wiring.

Serious injury may possibly occur due to loss of required safety functions.

I During Power Supply

Do not touch any of the terminals or terminal blocks while the power is being supplied.
Doing so may result in electric shock.

Do not attempt to take any Unit apart.

In particular, high-voltage parts are present in Units that supply power while power is supplied or
immediately after power is turned OFF. Touching any of these parts may result in electric shock.
There are sharp parts inside the Unit that may cause injury.

I Replacing Units

When replacing a Safety Control Unit, confirm that the model of the Unit is correct,
confirm that the Unit and terminal block mounting positions are correct, configure the
replacement Unit suitably, and confirm that the Unit operates correctly.

e b oS S&&

24 NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395)



Safety Precautions

I Voltage and Current Inputs

Make sure that the voltages and currents that are input to the Units and slaves are
within the specified ranges.

Inputting voltages or currents that are outside of the specified ranges may cause acci-
dents or fire.

I Transferring

Always confirm safety at the destination before you transfer the unit configuration infor-
mation, parameters, set values, or other data from tools such as the Sysmac Studio.
The devices or machines may perform unexpected operation regardless of the operat-
ing mode of the Controller.

I Restoring Data

When you restore the Safety CPU Unit, confirm that the safety signature for the re-
stored programs is correct. Serious injury may possibly occur due to loss of required
safety functions.

I Fail-safe Measures

Provide safety measures in external circuits to ensure safety in the system if an abnor-
mality occurs due to malfunction of the Communication Control Unit, slaves, or Units or
due to other external factors affecting operation. Not doing so may result in serious ac-
cidents due to incorrect operation.

Emergency stop circuits, interlock circuits, limit circuits, and similar safety measures
must be provided in external control circuits.

The outputs may remain ON or OFF due to deposition or burning of the output relays
or destruction of the output transistors. As a countermeasure for such problems, exter-
nal safety measures must be provided to ensure safe operation of the system.

The Communication Control Unit will turn OFF digital outputs on the CPU Rack in the

following cases:

* While the Communication Control Unit is on standby until RUN mode is entered after
the power is turned ON.

 If an error occurs in the power supply.

« If a system initialization error occurs.

Digital outputs on the CPU Rack will produce outputs according to the settings in the

following cases.

 If a CPU error or CPU reset occurs.

« If a major fault level Controller error occurs.

External safety measures must be provided to ensure safe operation of the system in

such cases.

e &9 & & @
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If there is interference in remote I/O communications or if a major fault level error oc-
curs, output status will depend on the products that are used.

Confirm the operation that will occur when there is interference in communications or a
major fault level error, and implement safety measures.

Correctly set all of the settings in the slaves and Units.

If external power supplies for Units, slaves or other devices are overloaded or short-
circuited, the voltage will drop, outputs will turn OFF, and the system may be unable to
read inputs. Provide external safety measures in controls with monitoring of external
power supply voltage as required so that the system operates safely in such a case.
Unintended outputs may occur when an error occurs in variable memory. As a counter-
measure for such problems, external safety measures must be provided to ensure safe
operation of the system.

Provide measures in the communications system and user program to ensure safety in
the overall system even if errors or malfunctions occur in data link communications or
remote I/O communications.

The NX-series Controller continues normal operation for a certain period of time when
a momentary power interruption occurs. This means that the NX-series Controller may
receive incorrect signals from external devices that are also affected by the power in-
terruption.

Accordingly, take suitable actions, such as external fail-safe measures and interlock
conditions, to monitor the power supply voltage of the external device as required.

You must take fail-safe measures to ensure safety in the event of incorrect, missing, or
abnormal signals caused by broken signal lines, momentary power interruptions, or
other causes.

Not doing so may result in serious accidents due to incorrect operation.

I Security Measures

Anti-virus protection
Install the latest commercial-quality antivirus software on the computer connected to
the control system and maintain to keep the software up-to-date.

S & S See e

Security measures to prevent unauthorized access

Take the following measures to prevent unauthorized access to our products.

* Install physical controls so that only authorized personnel can access control sys-
tems and equipment.

* Reduce connections to control systems and equipment via networks to prevent ac-
cess from untrusted devices.

* Install firewalls to shut down unused communications ports and limit communica-
tions hosts and isolate control systems and equipment from the IT network.

» Use a virtual private network (VPN) for remote access to control systems and equip-
ment.

» Adopt multifactor authentication to devices with remote access to control systems
and equipment.

» Set strong passwords and change them frequently.

» Scan virus to ensure safety of USB drives or other external storages before connect-
ing them to control systems and equipment.

0
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Data input and output protection

Validate backups and ranges to cope with unintentional modification of input/output da-

ta to control systems and equipment.

» Checking the scope of data

» Checking validity of backups and preparing data for restore in case of falsification
and abnormalities

» Safety design, such as emergency shutdown and fail-soft operation in case of data
tampering and abnormalities

Data recovery
Backup data and keep the data up-to-date periodically to prepare for data loss.

When using an intranet environment through a global address, connecting to an unau-
thorized terminal such as a SCADA, HMI or to an unauthorized server may result in
network security issues such as spoofing and tampering. You must take sufficient
measures such as restricting access to the terminal, using a terminal equipped with a
secure function, and locking the installation area by yourself.

When constructing an intranet, communication failure may occur due to cable discon-
nection or the influence of unauthorized network equipment. Take adequate measures,
such as restricting physical access to network devices, by means such as locking the
installation area.

When using a device equipped with the SD Memory Card function, there is a security

risk that a third party may acquire, alter, or replace the files and data in the removable

media by removing the removable media or unmounting the removable media. Please
take sufficient measures, such as restricting physical access to the Controller or taking
appropriate management measures for removable media, by means of locking the in-

stallation area, entrance management, etc., by yourself.

LI
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Cautions

I Application

Do not touch any Unit when power is being supplied or immediately after the power
supply is turned OFF. Doing so may result in burn injury.

I Wiring
Be sure that all terminal screws and cable connector screws are tightened to the tor-
que specified in the relevant manuals. Loose screws may result in fire or malfunction.
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Precautions for Safe Use

I Transporting

» Do not attempt to disassemble, repair, or modify any Units. Doing so may result in malfunction or
fire.

* Do not drop any Unit or subject it to abnormal vibration or shock. Doing so may result in Unit mal-
function or burning.

» When transporting any Unit, use the special packing box for it. Also, do not subject the Unit to ex-
cessive vibration or shock during transportation.

I Mounting

» Always turn OFF the power supply before mounting a Unit. If the power supply is not OFF, the Unit
may malfunction or may be damaged.

* Mount terminal blocks and connectors only after checking the mounting location carefully. Be sure
that the terminal blocks, expansion cables, and other items with locking devices are properly locked
into place.

» Do not apply labels or tape to the Unit. When the Units are installed or removed, adhesive or scraps
may adhere to the pins in the NX bus connector, which may result in malfunctions.

» Do not touch the pins in the NX bus connector on the Unit. Dirt may adhere to the pins in the NX bus
connector, which may result in malfunctions.

Example: NX Units (12 mm wide) Communication Control Unit

* Do not write on the Communication Control Unit or an NX Unit with ink within the restricted region
that is shown in the following figure. Also do not get this area dirty. When the Unit is installed or re-
moved, ink or dirt may adhere to the pins in the NX bus connector, which may result in malfunctions
in the Controller.
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» The End Cover has a metal portion and is heavier than it looks. Be careful not to drop it when han-

dling.

I Installation

» Always connect to a ground of 100 Q or less when installing the Units.

I Wiring

Follow the instructions in this manual to correctly perform wiring.

Double-check all switch settings to make sure that they are correct before turning ON the power
supply.

Use the methods that are specified in this manual for wiring the terminal blocks.

Use crimp terminals for wiring the M3 screw terminal blocks. Do not connect bare stranded wires
directly to the M3 screw terminal blocks.

Use the correct wiring parts and tools when you wire the system. Otherwise, cables may be discon-
nected to cause short-circuit or wire breakage.

Do not pull on the cables or bend the cables beyond their natural limit. Do not place any heavy ob-
jects on the cables or other wiring lines. Doing so may severe the cables.

When wiring or installing the Units, do not allow metal fragments to enter the Units.

Mount terminal blocks and connectors only after checking the mounting location carefully.

Be sure that the terminal blocks, communications cables, and other items with locking devices are
properly locked into place.

If the external power supply to a Output Unit or slave has polarity, connect it with the correct polarity.
If the polarity is reversed, current may flow in the reverse direction and damage the connected devi-
ces regardless of the operation of the Controller.

Do not press the flat-blade screwdriver straight into the release hole on the screwless clamping ter-
minal block. Doing so may damage the terminal block.
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When you insert a flat-blade screwdriver into a release hole on the screwless clamping terminal
block, press the screwdriver down with a force of 30 N or less. Applying excessive force may dam-
age the terminal block.

Do not tilt or twist the flat-blade screwdriver while it is pressed into the release hole on the screwless
clamping terminal block. Doing so may damage the terminal block.

NG NG

I Power Supply Design

Select an external power supply with sufficient capacity by considering the power supply capacity or
inrush current when the power is turned ON that is specified in this manual.

Otherwise, the external power supply may not be turned ON or malfunction due to unstable power
supply voltage.

Use the I/O power supply current at 4 A or less. Using the currents that are outside of the specifica-
tions may cause failure or damage.

Do not apply voltages or connect loads to the Output Units or slaves in excess of the rated value.
Surge current occurs when the power supply is turned ON. When selecting fuses or breakers for
external circuits, consider the above precaution and allow sufficient margin in shut-off performance.
Refer to this manual for surge current specifications.

If the full dielectric strength voltage is applied or turned OFF using the switch on the tester, the gen-
erated impulse voltage may damage the Power Supply Unit. Use the adjustment on the tester to
gradually increase and decrease the voltage.

Install external breakers and take other safety measures against short-circuiting and overcurrents in
external wiring.

Use the I/O power supply capacity within the range that is given in the Unit specifications.

Provide suitable power supply capacity according to the reference manuals.

Use the power supply voltage that is specified in the related manuals.

Do not apply voltages that exceed the rated value to any Input Unit.
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I Debugging

» With forced refreshing, the values of variables are overwritten with specified values and then the
safety programs are executed. If forced refreshing is used for variables that give the results of pro-
gram processing, the variables will first take the specified values, but they will then be overwritten by

the safety program.

» Depending on the difference in the forced status, the control system may operate unexpectedly.

» After you clear the memory, the Controller operates in the same way as immediately after you create
the system configuration with the Controller in the factory default condition.

 Verify that the safety communications with a remote node will be established in the debug mode of
the Safety CPU Unit.

I Turning ON the Power Supply or Restarting after Safety Validation

* Remember that if safety validation is successful, the next time the Safety CPU Unit is started, it will
automatically start in RUN mode.

* When you download the parameters for the Communication Control Unit and NX Units, the Safety
CPU Unit automatically restarts.

I Turning ON the Power Supply

» Double-check all wiring connections and switch settings to make sure that they are correct before
turning ON the power supply. Use the correct wiring parts and tools when you wire the system.

* Make sure that the voltages and currents that are input to the Units and slaves are within the speci-
fied ranges. Inputting voltages or currents that are outside of the specified ranges may damage the
Units or slaves or cause fire.

« |t takes approximately 20 seconds for the Communication Control Unit to start up after the power
supply is turned ON. During that time, digital outputs on the CPU Rack will be OFF. Note that the
slave outputs will behave according to the setting values.

Use the system-defined variables and the NX Unit device variables in the user program to confirm
that I/O data communications are established before attempting control operations. During the start-
up process, communications with external devices will not be established.

» Configure the external circuits so that the power supply to the control system turns ON only after the
power supply to the Controller has turned ON. If the power supply to the Controller is turned ON
after the control power supply, temporary errors may result in incorrect control system signals be-
cause the output terminals on Output Units may momentarily turn ON when power supply is turned
ON to the Controller.

* You cannot obtain normal input data from NX Units while the Units are restarting. Use device varia-
bles for the NX bus master of the Communication Control Unit in the user program to check the val-
idity of the I/O data before you attempt control operations.

I Actual Operation

* The relevant Units will maintain the safe states for /0 data with safety connections after an error is
detected in safety process data communications. However, when the cause of the error is removed,
safety process data communications will recover automatically.

32 NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395)



Precautions for Safe Use

If you need to prevent equipment from restarting when safety process data communications recover
automatically, implement suitable restart conditions in the user program.

If you change the fail-soft operation setting, the output status when the error occurs may also
change. Confirm safety before you change the setting.

If you use fail-soft operation, write programming to determine whether Unit I/O data is valid. Without
such programming, the user program cannot distinguish between Units for which I/O refreshing is
continued and Units for which I/O refreshing is stopped.

I Turning OFF the Power Supply

Never turn OFF the power supply to the Controller when the BUSY indicator is flashing. While the
BUSY indicator is lit, the settings in the Communication Control Unit are being backed up in the
built-in non-volatile memory. This data will not be backed up correctly if the power supply is turned
OFF. Also, a major fault level Controller error will occur the next time you start operation, and opera-
tion will stop.

Do not turn OFF the power supply or remove the SD Memory Card while SD Memory Card access
is in progress (i.e., while the SD BUSY indicator flashes). Data may become corrupted, and the
Controller will not operate correctly if it uses corrupted data. To remove the SD Memory Card from
the Communication Control Unit while the power supply is ON, press the SD Memory Card power
supply switch first. Make sure that the SD BUSY Indicator and the SD PWR Indicator are turned
OFF before you remove the SD Memory Card.

If the Unit power supply is turned OFF before the I/O power supply for the control system is turned
OFF, the output terminals of Output Units may malfunction and the control system may perform in-
correct output temporarily. To avoid this problem, configure the external circuit to make sure that the
Unit power supply is turned OFF only after the power supply for the control system is turned OFF.
Do not disconnect the cable or turn OFF the power supply to the Controller when downloading data
or the user program from Support Software.

Always turn OFF the power supply to the Controller before you attempt any of the following.

a) Mounting or removing an NX Unit, Communication Control Unit

b) Assembling Units

c) Setting DIP switches or rotary switches

d) Connecting or wiring cables

e) Attaching or removing terminal blocks or connectors

The Power Supply Unit may continue to supply power to the Controller for a few seconds after the
power supply turns OFF. The UNIT PWR and I/O PWR indicators are lit during this time. Confirm
that the UNIT PWR and the I/0O PWR indicators are not lit before you perform any of the above ac-
tions.

I Operation

Confirm that no adverse effect will occur in the system before you attempt any of the following.
a) Changing the operating mode of the Safety CPU Unit

b) Changing the user program or settings

c) Changing set values or present values

d) Forced refreshing

e) Restarting a slave or Unit after you change any settings

)
)
)
)

NX-series Safety Control Unit/Communication Control Unit User's Manual (Z395) 33



Precautions for Safe Use

f) Transferring a backup file on the SD Memory Card

» After you change any slave or Unit settings, carefully check the safety of the controlled system be-
fore you restart the Unit.

« If two different function modules are used together, such as when you use an EtherNet/IP Function
Module and an NX Bus Function Module, take suitable measures in the user program and external
controls to ensure that safety is maintained in the controlled system if one of the function modules
stops. The relevant outputs will behave according to the slave or Unit specifications if a partial fault
level error occurs in one of the function modules.

I General Communications

* When you use data link communications, check the error information that is given in _ErrSta (Con-
troller Error Status) to make sure that no error has occurred in the source device. Create a user pro-
gram that uses reception data only when there is no error in the source device.

If there is an error in the source device, the data for the data link may contain incorrect values.

« If an error occurs in tag data link communications or communications between NX Units, this prod-
uct continues refreshing variables with the last values that it receives.

» Unexpected operation may result if inappropriate data link tables are set. Even if appropriate data
link tables have been set, confirm that the controlled system will not be adversely affected before
you transfer the data link tables. The data links start automatically after the data link tables are
transferred.

I EtherNet/IP Communications

» Before using I/O data, confirm that this product serves your purpose, in consideration of the follow-
ing specifications of tag data link communications for this product.

a) If an error occurs in tag data link communications, this product continues refreshing variables
with the last values that it receives.

b) If an error occurs in tag data link communications, the Omron EtherNet/IP Originator automati-
cally restores the communications after resolving the cause of the error.

¢) This product cannot monitor the target connection status. If you use this product as a target de-
vice, make sure to use the originator to check the connection status.

» Make sure to use the communications distance, number of nodes connected, and method of con-
nection for EtherNet/IP within specifications. Do not connect EtherNet/IP communications to Ether-
CAT or other networks. An overload may cause the network to fail or malfunction.

 All related EtherNet/IP nodes are reset when you transfer settings for the built-in EtherNet/IP port
(including IP addresses and tag data links settings). The settings can only be enabled after the re-
set. Confirm that the system will not be adversely affected by resetting nodes before you transfer the
settings.

« If EtherNet/IP tag data links (cyclic communications) are used with a repeating hub, the communica-
tions load on the network will increase. This will increase collisions and may prevent stable commu-
nications. Do not use repeating hubs on networks where tag data links are used. Use an Ethernet
switch instead.
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I Restoring Data

* You cannot back up, restore, or compare some or all of the settings for certain slaves and Units.
Also, you cannot back up, restore, or compare data for disabled slaves or Units. After you restore
data, sufficiently confirm that operation is correct before you start actual operation.

I Transferring Programs

» Always confirm safety at the connected equipment before you perform the download when the de-
vice output hold configuration is set to enable. The equipment may operate unexpectedly because
the last status for outputs is retained.

I Standards

» The customer is responsible for attaining conformance of the entire system to standards.

I Maintenance

» Test the functionality every six months to detect welded contactor contacts.
To detect electrical and mechanical failures, use a combination of redundant semiconductor output
contacts and redundant mechanical output devices.

I Unit Replacement

» Make sure that the required data, including the configurations, settings and variables, is transferred
to a Communication Control Unit that was replaced and to externally connected devices before re-
starting operation. Be sure to transfer the tag data link settings and routing tables, which are stored
in the Communication Control Unit.

 After you replace the Safety Control Unit, set the program and all configuration settings that are nec-
essary to resume operation. Make sure that the safety functions operate normally before you start
actual operation.

* When you replace a Unit, start operation only after you transfer the settings and variables that are
required for operation to the new Unit.

I Disposal

» Dispose of the product according to local ordinances as they apply.
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I Storage and Installation

Follow the instructions in this manual to correctly perform installation and wiring.

Do not operate or store the Units in the following locations. Doing so may result in burning, in opera-
tion stopping, or in malfunction.

a) Locations subject to direct sunlight

b) Locations subject to temperatures or humidity outside the range specified in the specifications
c) Locations subject to condensation as the result of severe changes in temperature

d) Locations subject to corrosive or flammable gases

e) Locations subject to dust (especially iron dust) or salts

f) Locations subject to exposure to water, oil, or chemicals

g) Locations subject to shock or vibration

h) Locations subject to static electricity or other forms of noise

Take appropriate and sufficient countermeasures when installing the Controller in the following loca-
tions.

a) Locations subject to strong, high-frequency noise

b) Locations subject to static electricity or other forms of noise

c) Locations subject to strong electromagnetic fields

d) Locations subject to possible exposure to radioactivity

e) Locations close to power lines

Before touching a Unit, be sure to first touch a grounded metallic object in order to discharge any
static build-up.

Use the rated power supply voltage for the Units that supply power. Take appropriate measures to
ensure that the specified power with the rated voltage and frequency is supplied in places where the
power supply is unstable.

Install the Units in a well-ventilated area. Avoid installing the Units near heating elements. Doing so
may result in malfunction, in operation stopping, or in burning.

I Mounting

When you install the Unit, be careful not to touch or bump the pins in the NX bus connector.

When you handle the Unit, be careful not to apply stress to the pins in the NX bus connector.

If the Unit is installed and the power supply is turned ON w